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Online Safety

Welcome



The Internet Is an amazing place.
Children can play, learn, create and
connect. It opens up a whole world
of exciting possibllities.

However, with the digital world changing
all the time, how can we make sure
we are keeping our children safe?



There are lots of positives...
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Online games can Add to the child's Households with Improve both visual
enhance teamwork store of knowledge computers perform intelligence and
and creatfivity better academically hand-eye
coordinafion
Research shows the outcomes for children are better internet
if they benefit from connected technology matters.org

EU Kids Online 2013
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Visiting inappropriatavebsites CYPe" Pullying

Grooming ~ Communicating with strangers

Sharing personal information
Radicalisation

Losing control of pictures/videos they have shar



11yrs

Average age to first

50%

of children say
someone has been
nasty online

view porn online

1/3

of children have seen

48%

of 11 year olds have a
social media profile

explicit images by age
of 10

Internetmatters.org
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A Reflect on the potential risks for children online.
A Share with you how we teach Online Safety at school.

A Emphasise the importance of communication with your child about
what they do online.

A Discuss Parental Controls.

A Know what to do if your child encounters a problem online.



Facts:

1 in 3 internet users are children (LivingstoneCaury J. and
Byrne, J. (2015))

1 in 8 parents let the children use the internet from the age of
2 (Hope International)

Research fronmternetmatters.orgfor Safer Internet Day 2017 founo
that 6 year olds today are as digitally advanced as 10 year olds w
3 years ago.



In the last 3 years the number of 6 yeads:

Browsing the internet increased by 48%.
Instant messaging increased by 32%.
Use of Social med@increased by 26%

Only 43% of parents say they ALWAYS supervise their
OKAf RQa AYUSNYSOG dzaSo

In our own esafety survey (March 18) 20% of parents
said they do not check what their child i1s doing online.



A 34% of children aged-82 have a profile on sites that require users to be
aged 13 or overe.qg. FaceboolkGhildne) @86
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A 13% of UK 46 year olds say they have been bothered or upset by
something online in the past year (Ofcom)

A More peoplein the world own a mobile phone thaa toothbrush!
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. What we do at school

All schools play a key role in promoting internet safety.

A whole school approach involves staff, governors,

parents and pupils themselves all working together to he
keep young people safe online.
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A A What the staff doat school
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80% of parents asked in our internet safety survey said that
they were happy with the level of—saafety training theichild
receives at school.

Are you happy with your level of e-safety knowledge your child(ren) gains at

16.4 Rowere not happy - I

3.53% were not sure.

¥  RESPONSES
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Not sure what
IS provided.

Would benefit
from more
knowledge In
this area.

L

L

L

Not totally
aware of what
they have had.

It looks like you
take it really
seriously.

L
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AEsafety Team
Mr A Bell,
Mr Coyne, HAJ Head
Miss Christopher,

Mr Hannamn
Mrs Edwards.

AEsafety and acceptable use policies that all staff follow and tha
Esafety team update.



A Information on internet safety is included on the schools websites and ir
0 KS OKAfRNBYQa 1! {t 02214ad

A Any Esafety incidents are logged on the same system weaitog
safeguardingncidents at school. This allowsportant informationto
be shared securely and safely with thedevantpeople thatneed to
Know.

A We employ computer technicians to ensure we have a safe computing
Infrastructure where content is monitoreand filtered

A We shardnformation with parents about safety through parent
meetings.



HANHAM PRIMARY What TheChildren Learn ASchool

Term 1

Each year group (Y1-6) istaughtano Onl i ne Saf e
unit. This forms the basis of the Computing
Curriculum for that term.
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Rec/YR I Learn about some online dangers
- About ways to stay safe
- About keeping personal information private
- What to do if they see something inappropriate
- Who they should talk to

YR2 -.daAfR 2y (UKS @g2NJ 2F . ™
- Learn how to identify what information is ok to share
and what should be kept private.
- How to search the internet safely
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experience and awareness. Each Year group looks at the follow
themes, but at an age appropriate level.

Year 3 6 - usetechnology safely, respectfully and
responsibly
- recogniseacceptable/unacceptablbehaviour

- Identify a range of ways to repodoncerns
about contentand contact.



E-safety Is then also raised in all the other Computing Units of
Work that the children are taught, e.g. Data, Media, Impact of
technol ogyé

The Impact of
Technology
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PSHE Association
Quality Assured
Resource

PSHE’

The mindful approach to PSHE
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This is the program we follow across Hanham Primary Federation for
our personal, social, health and economic education. It includes
teaching the children about e-safety throughmany of 1t 0s
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. SAFER INTERNET DAY 2018
Na.tIOn al S afer Internet Day A better internet starts with you

#5ID2018 6th February 2018

wwwi.saferinternet.org.uk

At Hanham Primary Federation we have an E-safety
assembly.

This is then followed up by class discussions and teaching
and learning opportunities back inthec | assr oom f
|l nternet Dayo.



School < = Home

* Supervised

* Monitored ?
* Filtered

» Curriculum
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What Is Your Role?

To keep your child safe:

* Set clear boundaries & stick to them
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* Talk to your child




Tips for Parents

A Set a good example through your own use of the internet.

A Keep the device/s in a highaffic area of your home.

A Set up parental controls for any devices you have that

connect to the interne(20% of parents at |

PF said that

they have not recently checked the privacy settings of their
OKAf RNBYyQa RSOUAOSao0®

A Establish limits for which online sites children may visit and

for how long.



Remember thainternet technology can be mobile, so make sure to
monitor mobile phones, gaming devices, and laptops.

Surf theinternet with your children and let them show you what
they like to do online.

Know who Is connecting with your children online and set rules for
social networking, instant messagingmailing, online gaming, and
using webcams.

Check the browser search history on a regular basis

Turn on Safe Search@oogle



NSPCC

EVERY CHILDHOOD IS WORTH FIGHTING FOR

A The NSPCC advises that talking to your child openly and regularly is th
best way to keep your child safe online

A Their6 SoaAuS AyOfdzRSa f2da 27F 0ALA
something you would find tricky:.

A |/ 9 h Thin&uknowwebsite also has lots of ideas and tips for starting
discussions with children. These are broken davm age bands which is
useful.

You could share some of their videos with the children.

iasaw’ ) )
CEOP KS1 Film : 'Lee & Kim' Cartoon Suitable 5 yrs -- 7 yrs - YouTube Jigsaw: for 8 -10 year olds - YouTube

Y https:/iwww youtube com/watch?v=_o8auwnJigE ~
https f,outube comfwatch?v=-nMUbHUFOSE - W 19 Mov 2009 - Uploaded by CEQP -
ug 201 I hhhhhh y Jacqui Thompson T :
; Caft-;:u N Lee & K f;-Du have small children from 4 — 7 years then you should I1.|5 is an assembly from CEOPs Thinkuknow education programme that helps
children to understand what ...

g =l |t them view this short 10




Parental Controls

Parental controls can be used to: Flowtosetup parental controls on-

Mobiles and tablets

ooooooooooooo

A Block upsetting or harmful content. e
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A Control in-app purchases. e
A Manage how long your child spends online.

Setting parental controls will be slightly different according to your
Internet provider and the devices you have that connect to the internet
but they are really easy to set up.

The NSPCC Website includes lots of helpful information about how to set
up parental controls. This includes the number for a free helpline if you
are experiencing any difficulties. ’

Coe Tel: 0808 800 5002
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Even If you have set up parenta
no 100% guarantee that the chi

controls and internet filters there Is
dren will not stumble across

something that makes them fee

uncomfortable.
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children to find the relevant information they need irchild-
friendly setting. They will not display results or images that are not

appropriate for children.
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c | @ Secure | httpsy//www.safesearchkids.com T}| Oﬂ '?m -
e Apps * Bookmarks E Show My Homework D Add to Wish List M Gmail .8, Cooking & Dining b Google drive 9 Twitter ﬂﬂ School emall & School drive S8 Sparklebox H Facebook » Other bookmarks

SAFE KIDS SAFE SEARCH SAFE IMAGES SAFE WIKI SAFE VIDEOS

Best Websites for Kids

Google Safe Search... Q
Google™custom Search

Your Facebook ABOUT SAFE SEARCH Online Safety for Kids
Privacy Settings

Safe Search Kids is powered by Google for filtered search results. Social Media Safet
Social Media E
Safety (Guide for |
Parents) Stuff for Your Brain
Social Media WALLY ANDWUZZY
Safety (Guide for
Teens)

Social media can be fun, but can feel strangely
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The quickest and easiest way to make YouTube more child friendly is to
enable restricted mode.

You do this by

1. Logging in to your YouTube account

2. Clicking on the account Icon on the top right of the screen

3. Select Restricted mode



